
TED (10) - 407915059 neg. No..........

(REVISION -- 2010) Signarure

SIXTFYFIFTH SEMESTER DIPLOMA EXAMINATION IN ENGINEERING/
TECHNOLOGY - OCTOBE,R. 2016

INFORMATION SECURITY
(for V Semester CT and VI Semester CM and lF)

lTin?e : 3 hours

(Maximum marks: 100)

PART - A

(Maximum marks: l0)

Marks

I Answer the following questions in one or two sentences. Each question caries

2 marks.

1. Define the term computer security.

2. What is confidentiality.

3. What is meant by user Authentication ?

4. What is virus ?

5. What is BOT ? (5x2=10)

PART - B

O4aximum marks: 30)

II AnsrVer any five of the following questions. Each question carries 6 marks.

1. Explain the terms Authenticity and Accountability.

2. Explain stream cipher with its working diagam.

3. Differentiate between random and pseudo random number generation.

4. Explain the use of smart card.

5. Explain the firnction of rootkit.

6. Explain any 2 flooding attacks.

7. What is source address spoofing and SYN spoofing ?

(5x6=30)
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Marks

PART - C

(Maximum marks: 60)

(Answer one fiil question from each unit. Each fi,rll question carries 15 marks.)

Urrr -* I

IIl Explain OSI Security architecture in detail. 15

On

tV Explain Symmetic encryption with block diagrarn. Write the features of cryptosystems

based on Symmetric encryption. 15

UNtr - II

V (a) Write the uses of password.

ft) What are the vulnerabilities of password.

(c) Explain password selection strategies.

J

5

7

On

VI (a) Explain various security issues for user authentication. l0

(b) What is token protocol in remote user authentication. 5

tlNrr - III

VII (a) What is the need of intrusion detection system ? 3

(b) What are the different types of intrusion detection system ? Explain its

advantages. 12

On

VIII (a) Explain the classes of intruders and the intruder behaviour patterm with
7example.

(b) Briefly explain the different types of Viruses. 8

UNrr - IV

D( What do you understand by the term firewall and explain the various types of
firewalls. 15

On

X (a) Explain Bastion Host with its characteristics.

(b) Explain Host based frewall with advantages.

10

5

MA'DIN POLYTECHNIC COLLEGE


